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Pourquoi une Permission

* Protection de la vie privée des utilisateurs

e ['utilisateur est celui qui décide d’autoriser ou
non l'acces un des données personnelles ou a
des fonctionnalités précises.



Trois types de permissions

* Permission normale: BLUETOOTH, INTERNET..
* Permission de sighatures: READ VOICEMMAIL..

* Permissions dangereuses: READ CALENDAR,
CAMERA, WRITE_CONTACTS,
ACCESS_FINE_LOCATION, RECORD_AUDIO..



Permission a l'installation

V4l 6o0

We've simplified app permissions.  LEARN MORE

e Avx(gesome‘ oNotes
 Android 5.1.1 (APl 22) et moins o

Microphone v

Google play

ou targetSdkVersion 22 et moins




Permissions a I'exécution

 Android 6.0 (API 23) et plus

| BB Allow PermissionRun
Allow PermissionRun to access photos,

to access photos, media, and files on
media, and files on | your device?

your device?

[ pon't ask again
DENY ALLOW
DENY ALLOW




Comment ¢ca marche?

Demander
permission

Vérifier
permission

Vérifier
plateforme

Analyser
réponse

Expliquer
permission



Déclarer les permissions requises

<uses-permission android:name="android.permission.READ CONTACTS" />
<uses-permission android:name="android.permission.READ EXTERNAL STORAGE"/>
<uses-permission android:name="android.permission.CAMERA" />

Vérification de la permission

i B g kContextCompat.checkSelfPermission

context: MainActivity.this,

Manifest.permission.READ CONTACTS) == PackageManager.PERMISSION GRANTED) {

+

Toast.makeText( context:t MainActivity.this, textt "Vous avez deja autorise cette fonctionnalite",

Toast.LENGTH SHORT) .show():

} else |
requestContactsPermission():




Expliquer et demander la permission

private void requestCameraPermission() {
Activit

ompat.shouldShowvRequestPermissionRationale] activity: this,
Manifest.permission.CAMERA)) {

new AlertDialog.Builder( context: this)
.setTitle("Permission requise")
.setMessage ("L'application a besoin d'acceder a votre camera")
.setPositiveButton( text: "ok", (dialog, which) — {
ActivityCompat.requestPermissions( activity: MainActivity.this,

new String[] {Manifest.permission.CAMERA}, CAMERA PERMISSION CODE);
}

.setNegativeButton( textt "cancel", (dialog, which) — {
dialog.dismiss();
3]

.create() .show();

} else {
ActivityCompat.requestPermissions( activity: this,

new String[] {Manifest.permission.CAMERA}, CAMERA PERMISSION CODE);




Analyser le résultat

@Override

public void onRequestPermissionsResultfint requestCode, ENonlNull String[] permissions, @NonlNull int[] grantResults) |
if (requestCode == STORAGE PERMISSION CODE) {

if (grantResults.length > 0 && grantResults[0] == PackageManager.PERMISSION GRANTED) ({
Toast.makeText( context this, text "Permission acquise"”, Toast.LENGTH SHORT) .show():
etat_stockage.setText ("permis");

} else {
Toast.makeText( context this, textt "Permission refusée”, Toast.LENGTH SHORT) .show():
etat stockage.setText("non permis");

}
if (requestCode == CONTACTS PERMISSION CODE) {
if (grantResults.length > 0 && grantResults[0] == PackageManager.PERMISSION GRANTED) ({
Toast.makeText( context: this, textt "Permission acquise”, Toast.LENGTH SHORT) .show():
etat _contacts.setText("permis");
} else {
Toast.makeText( context this, textt "Permission refusee", Toast.LENGTH SHORT).show():
etat_contacts.setText("non permis”);




Démonstration



Résiliation des permissions

* Soit manuellement
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Résiliation des permissions

* Soit manuellement par l'utilisateur

* Soit implicitement via I'application

public void onRequestPermissionsResult(int requestCode,

String[] permissions, ENonlull int[] grantResults) |
if (requestCode == STORAGE_PERMISSIUN_CODE] {

if (grantResults.length > 0 && grantResults[0] == PackageManager.PERMISSION GRANTED) {
Toast.makeText ( ntext: this, text "Permission acquise”, Toast.LENGTH SHORT).show():
etat stockage. setText ("permis”);

} else |
Toast.makeText ( ntext: this, textt "Permission refusee”, Ioast.LﬂlGﬂ‘[__SHORﬂ.show():

etat_stockage.setText("non permis"):
String permission = permissions([0]:

boolean showRationale = shouldShowRequestPermissionRationale( permission );
if (! showRationale) |

startActivity(new Intent(android.provider.Settings.ACTION APPLICATION DETAILS SETTINGS, Uri.parse("package:" + BuildConfig.APPLICATION ID))):
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Webographie

Permissions normales/dangereuses (developer.android)

Demander une permission (developer.android)

Tutoriel demander une permission dangereuse (YouTube)

Analyse des résultats (developer.android)

Vérifier si "don't ask again" coché (stackoverflow)
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https://developer.android.com/guide/topics/permissions/overview
https://developer.android.com/training/permissions/requesting
https://www.youtube.com/watch?v=-rD-FfZbY7c&list=PLshdtb5UWjSqUQr8WdpDGCFyM-Da70ycx&index=3
https://developer.android.com/reference/android/support/v4/app/ActivityCompat.OnRequestPermissionsResultCallback
https://stackoverflow.com/questions/30719047/android-m-check-runtime-permission-how-to-determine-if-the-user-checked-nev
https://stackoverflow.com/questions/30719047/android-m-check-runtime-permission-how-to-determine-if-the-user-checked-nev
https://stackoverflow.com/questions/30719047/android-m-check-runtime-permission-how-to-determine-if-the-user-checked-nev
https://stackoverflow.com/questions/30719047/android-m-check-runtime-permission-how-to-determine-if-the-user-checked-nev
https://stackoverflow.com/questions/30719047/android-m-check-runtime-permission-how-to-determine-if-the-user-checked-nev
https://stackoverflow.com/questions/30719047/android-m-check-runtime-permission-how-to-determine-if-the-user-checked-nev
https://stackoverflow.com/questions/30719047/android-m-check-runtime-permission-how-to-determine-if-the-user-checked-nev
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